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Overview: 

ÅBTLE 101

ÅBTLE Locks 

ÅRecon Operation

ÅAttack RF-Layer

ÅAttack App-Layer



Bluetooth low energy ?

Operate on 2.4ghz

40 channels, 2Mhz bandwidth each

37 channels for data, 3 for broadcast (37,38,39)

Freq Hopping: Channel + hop increment (mod37)



Bluetooth low energy ?

GATT:

. Defineahierarchicaldatastructure

. Profiledefinehow two BTLE devicesto communicate

. Containsseveralservices. And eachserviceshasgroupof characteristics.

Characteristics:

. Propertiesof Read/Write/Notifyandit hasa uniqueUUID (128bit based)

. 16bit: adoptedby BluetoothSpecialInterestGroup(SIG)

(0000180F-0000-1000-8000-00805F9B34FB)

. 128bit: for vendorspecific,eachvendorsdefineits ownuse

(00001524-1212-EFDE-1523-785FEABCD123)



Bluetooth low energy ?

Encryption: 

Provided by link layer

Rely on AES-CCM for session encryption

No authentication and No encryption on Level1 

Pairing: 

JustWorksïdigits always 000000

6-digit PIN ïdigits between 0 ï999999

Out of band ïcurrent not wild used yet 



What do we need -- Hardware

DONGLE                             UD100                                            UBERTOOTH                                PHONE      



What do we need -- Software



What do we need -- Software

Hcitoolςlescan GatttoolςCLI Interface



²ƘŀǘΩǎ ƻǳǘ ǘƘŜǊŜ Κ 

Traditional way: 

ñhcitool lescanò works but hard to parse afterwards

Efficient way:  

https://github.com/pwnieexpress/blue_hydra 

ñBlue-Hydraò airodump-ng for Bluetooth Hunting 

Multiple threads architecture, with backend database



Happy Blue-Hunting 



What has been done ..

Lockpickingin the IoT ïRay (33C3)

Picking-Bluetooth-Low-Energy-Locks --

Anthony Rose & Ben Ramsey  

(DEFCON24)

Next Gen Lock: the Good, the Bad, and 

the Smart -- David Maciejak(Fortinet 

Blog)



What has been done .. 

ÅiBluLock Padlock v1.9 Vulnerable to Plain text attack

ÅElecycleEL797 Padlock V1.8 Vulnerable to Replay attack 

ÅOkidokeySmart DoorlockV2.4 Vulnerable to Fuzzing attack 

ÅAnd many more é.



BTLE SmartLock-Dog&Bone



This lock must be very secure !!!





RECON



Bluetooth RECON ςDog&Bone


