BTLE Unlocking

Bluetooth that bites




#whoami

@Kevin2600



Overview:

ABTLE 101
ABTLE Locks
ARecon Operation
AAttack RFLayer

AAttack App-Layer



Bluetooth low energy ?

Operate on 2.4ghz
40 channels, 2Mhz bandwidth each
37 channels for data, 3 for broadcast (37,38,39)

Freq Hopping: Channel + hop increment (mod37)
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Bluetooth low energy ?

GATT:

. Definea hierarchicaddatastructure

. Profile definehowtwo BTLE devicesto communicate

. ContainsseverabkervicesAnd eachserviceshasgroupof characteristics
Characteristics:

. Propertieof Read/Write/Notifyandit hasa uniqueUUID (128bit based)

. 16 bit: adoptedby BluetoothSpeciallnterestGroup(SIG)
(000018F-0003-1000-8000-00809-9B34FB)

. 128bit: for vendorspecific,eachvendorsdefineits own use
(000015241212EFDE1523785-EABCD123)

GATT server
Service
Characteristic
: Descriptor :
Characteristic
- Descriptor .
Service
Characteristic
: Descriptor .




Bluetooth low energy ?

Encryption:

Provided by link layer

Rely on AESCCM for session encryption

No authentication and No encryption on Levell
Pairing:

JustWorksT digits always 000000

6-digit PIN T digits between ©® 999999

Out of band current not wild used yet

Security Level Required for | Link Key type | Link Key type
Service required for required for
remote devices | pre-v2.1 remote
devices
Level 1 Unauthenticated | None
* MITM protection not neces-
sary
* Encryption not necessary1
* Minimal user interaction
desired
Level 0 None None

* MITM protection not neces-

sary
* Encryption not necessary

* No user interaction desired




What do we need- Hardware

DONGLE UD100 UBERTOOTH PHONE



What do we need- Software

- = 23:01 @ } = 5 23:01 @ } LI 2 R @m6:16 PM
sort  LightBlue' | Explorer Filter © Bluetooth ® 1®! Biscuit
Peripherals Nearby UUID:00001800-0000-1000-8000-0
Apple TV 0805f9b34fb

Type: Primary

UUID:00001801-0000-1000-8000-0
0805f9b34fb

Type: Primary
UUID:713d0000-503e-4¢75-
ba94-3148f18d941e

Type: Primary

-98 NO services

Virtual Peripherals

& Create Virtual Peripheral

PROXIMITY RSC UART

CGM HomeKit

info (. PunchThrough  Log

Wireless by Nordic




What do we need- Software

[pi@raspberrypi sudo gatttool -1 hci@ -b F4:B8:5E:E7:B4:F4 -1
\[F4:B8:5E:E7:B4:F4][LE]> connect
Attempting to connect to F4:B8:5E:E7:B4:F4
(onnect1on successful
| [LE]> primary
attr handle: 0x0001, end grp handle: 0x000b uuid: 00001800-0000-1000-8000-00805f9b34fb
attr handle; 0x000c, end grp handle: Ox000f uuid; 00001801-0000-1000-8000-00805f%b34fb
attr handle: 0x0019, end grp handle: 0x0045 uuid: 0000fff0-0000-1000-3000-00805f9b34fb
attr handle: 0x0046, end grp handle: Oxffff uuid: fO0OffcO-0451-4000-b000-000000000000
[LE]> char-desc 0x0012 0x0012
handle 0x0012, uuid: 0000fff1-0000-1000-8000-00805fb34fb
[LE]> char-write-cmd 0x@012 2c2c2c35302c2c2c2c2c2c2c2c2e2e2elelc
[LE]> char-read-
char-read-hnd  char-read-uuid
[LE]> char-read-uuid fffl
handle: 0x0012 value: 2c 2c¢ 2¢ 35 30 2c 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2¢
[LE]>
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Hcitool¢ lescan Gatttool ¢ CLI Interface




Traditional way:

Ahcitoollescam wor ks but hard t

Efficient way:
https://github.com/pwnieexpress/blue_hydra
N B |-Hiyed rmieo@umpng for Bluetooth Hunting

Multiple threads architecture, with backend database




Happy BlugHunting

Blue Hydra : Devices Seen in last 300s
Queue status: result_queue: 3, info_scan_queue: 0, 12ping_queue: 0
Discovery status timers: 26, ubertooth status: 32

_SEEN | VERS | ADDRESS | RSSI | MANUF | TYPE COMPANY | LE COMPANY DATA v
+1s BTLE wniwniDBIAD wn -77 | Apple Apple, Inc, | 110000
+20s BTLE sainni15:89 e -72 Apple, Inc. Apple, Inc. | 0al0
+40s BTLE *xixx 00 AB: = -79 Apple, Inc. Apple, Inc. | 0Qa0e@
+0s BTLE wninni B2 i nnixn -69 Apple Apple, Inc. | 938aPacBl7a8
+25 BTLE wninniDBIBA s en -81 Apple Apple, Inc. | 933b0aBc9582
+297s BTLE o enld4B:55 00 e -83 Apple Apple, Inc. 9301cPaBilBc
+15s LE4.0 wn w0633 10w -65 00ec@38c38cheBOf4lelSe71252d

|
I I
I I
| I
I I
I I
I I
Apple, Inc. | | Apple, Inc.
Apple, Inc. | | Apple, Inc. 00a10e6f2114231da60a14d6c576
I I
I I
I I
I I
I I

I I I
I I I
I I I
I I |
I I I
| | I
I I |
+146s | BTLE | #»:=e:Bl:E3:ew:%x | -80
I I I
I I |
I I |
I I I
I I I
I I |
I I |

I
I
+226s LE4.0 s inn 4358 0w -65 Apple, Inc. Apple, Inc., | 909a1b2538b8B22a4096483c232¢8Be
+65s LE4.0 wniwn i F3:0Cww:wn -42 Apple, Inc. Apple, Inc. | 009760103e49280838153b1Badle
+0s BTLE wninn:16:D3 e wx -66 Apple, Inc. Apple, Inc., | 09022433a4cddf7bd93ea2@38e24e
+@s LE4.0 wniwn 3B TE I wxinn -70 Apple, Inc. Apple, Inc. | 0901894020cBabca349efbaScd99c
+142s BTLE wniwniSDIBIienwn -76 Apple, Inc. Apple, Inc., | 0000558caa%9062472207ae189317
+40s CL/BR wniwni D26 wnwn ~-56 WistronN | Ox00 | |
+9s CL/BR wniwniD2:AB wnwn -65 WistronN | Ox@e8 | |



What has been done ..

Lockpickingin theloT T Ray (33C3)

Picking-BluetoothLow-EnergyLocks--
Anthony Rose & Ben Ramsey
(DEFCON24)

Next Gen Lock: the Good, the Bad, and
the Smart- David Maciejak(Fortinet
Blog)




What has been done ..

AiBluLock Padlock v1.9 Vulnerable to Plain text attack
AElecycleEL797 Padlock V1.8 Vulnerable to Replay attack
AOkidokeySmartDoorlockV2.4 Vulnerable to Fuzzing attack

AAnd many more é.



BTLE SmartLock-Dog&Bone

Safe & Secure.

We know security is important to you. LockSmart enjoys cyber security
comparable to a bank! No keys to lose nor mistakenly end up in the wrong
hands, yet the highest Bluetooth security standard —128-hit. Define your own
encryption security levels. Choose to unlock by Touch 1D, tapping the icon or
passcode.

Shared access.

Your gardener has arrived. But your gate is locked and
neither you nor your ‘kKeys’ are home! Easy!

Share access to your keyless Bluetooth lock with the press
of a button. Better still, you can share access with multiple
users. Got the pool cleaner coming tomorrow? Or a house
guest? Not a problem. Share access instantly, and remowve
access just as easily — without any physical keys to track
down or collect.



This lock must be very secure !!!

If you're one to worry about
hacking — seah'gm
smart device, there’s no reason to
worry there either. The padlock
‘enjoys security comparable to a
bank’, according to the website.
What this means for us though is
that the LockSmart Mini has the
highest Bluetooth security
standard available, meaning you’'d
need Steve Wozniak himself to try
and break this thing open via a

computer.

YOU'LOOK
RIDICULOUS.




GCHALLENGE ACGEPTED




RECON



Bluetooth RECOfDog&Bone

pl@raspberrypl
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sudo hcitool lescan

(unknown)
RGBLightOne
(unknown)
RGBLightOne
(unknown )
RGBLightOne
(unknown)
RGBLightOne
(unknown)

3 RGBLightOne

(unknown)
RGBLightOne
(unknown)
RGBLightOne
(unknown )
RGBLightOne
(unknown)
RGBLightOne
(unknown)
RGBLightOne
(unknown )
RGBLightOne

Devices

CONNEC...
BONDED

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Battery Service
UUID: Ox180F
PRIMARY SERVICE

Device Information
UUID: O0x180A
PRIMARY SERVICE

Nordic LED Button Servic;
UUID: 00001523-1272-

efde-1 523-785feabed 23
PRIMARY SERVICE

Unknown
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